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I10 OPTraHW3allUuy ¥ IIPOBECICHUIO paboTHEQ m?ﬁ 9
npu ux 00paboTke B HHGOPMAITMOHHBIX cHCTeMax mepcoHanbHbix naHHEX ['BY3 KO HAKO

OBIIME IMOJIOXKEHUA

1.1. Hacrosimee IlonoxkeHue MO OpraHM3anuil ¥ IPOBCACHUIO paloT 1o 06eCIeueHUIO
6e30MacCHOCTH NEPCOHATBHEIX [JaHHEIX IIpM WX 00paboTKe B MH(GOPMAIMOHHEIX CHCTEMaX
nepconanprex nanuex [BY3 KO HIAKO (nanee — [MonoxeHue) pa3paboTaHO B COOTBETCTBUH C
®denepansHbM 3aK0HOM 0T 27 mroist 2006 T. Ne 149-®3 «O6 urdopmanmy, HHPOPMALMOHHEIX
TEXHOJOTHSX ¥ O 3alIATe HHbOpMaumy, OeepaIbHEIM 3aKOHOM OT 27 HIONA 2006 r. Ne 152-@3
«O TIepCOHANBHEIX JAHHEIX», IOCTaHOBJICHUCM IIpaBuTenscrBa Poccuiickoii  Denepanyy
ot 15 centsaGps 2008 . Ne 687 «OG6 yrBepxaeHuy [lonoxXeHUS 06 ocobeHHOCTSX 00paboTKH
EPCOHANBHBIX JAHHBIX, OCYIIECTBIseMON 0e3 HCIONB30BaHMA CPEICTB aBTOMaTH3alum»,
nocraHoBjeHneM IlpaBmTenbctBa Poccumiickod ®epepanuu  OT 1 Hos6pa 2012 1. Ne 1119
«OG yTBepxeHMM TpeGOBaHMI K 3alliTe NEPCOHAIBHBIX MaHHBIX MNpH HX obpaboTke B
MHODOPMAIOHHBIX CHCTEMaX NEPCOHANBHBIX NaHHBIX)», INPUKA30M denepansHOil CIyXObl 1O
TEXHWIECKOMY U SKCIOpTHOMY KoHTpomo oT 18 pespams 2013 . Ne21 «OG6 yTBEpXKICHUU
CocTaBa U COAEPIKaHWs OPraHU3ALMOHHEIX ¥ TEXHUYECKUX MEp IO obecrieyeHHIO 6€30MaCHOCTH
NEepCOHANBHEIX NaHHBIX NpU HX 06paboTke B HHGOOPMAIMOHHBIX CHCTEMAX [IEpPCOHATBHEIX
JAHHBIX).

1.2. Ilens paspaborku HacTosmero ITonoxenus — yCTaHOBICHHE MOps/IKa OpraHA3alii 1
npoBezieHrss paboT 1Mo obecnedeHmo (Ge30MacHOCTH NEPCOHANBHBIX NAaHHBIX (manmee — I1/18) B
MHGOPMAIMOHHEIX CHCTEMaX IEPCOHATBHBIX aHHBIX (manee — MCIQu) I'BY3 KO HIKO
(nanee — I'bY3 KO H/IKO) Ha NpOTSIKEHUHA BCETO KU3HEHHOTO [IUKJIA UCIIz.

TEPMUHBI 1 ONIPEAEJEHWSA

2.1. B macrosmeM [Ton0XEHAN UCIIONAB3YIOTCS CIEAYIONIME TSPMUHBI ¥ MX ONPC/ICIICHHA.

VinopManHOHHAS CHCTEMA HEePCOHANbHBIX JAHHBIX — COBOKYIIHOCTD COACPHAIMXCA B
Ga3ax JAHHBIX IEPCOHANBHEIX JAHHBIX M 00ECIEYMBAIOMUX HX 00paboTKy MHPOpPMAIMOHHBIX
TEXHOJOTHI ¥ TEXHUYECKHUX CPEJCTB.

KonQHIeHHATLHOCTL MEPCOHATBHBIX JAHHLIX — O00fA3aTeNbHOC A cobmoaeHus
OIIEPaTOPOM WY MHBIM MOMYYHBIIMM JOCTYM K MEPCOHAIBHBIM NAaHHEIM JTHIOM TpeOOBaHKE HE
JOMyCKATh MX PacIlpocTpaHeHne Oe3 cornacus CyOheKTa IEpCOHANBHBIX NAHHBIX MM HATHIHA
MHOTO 3aKOHHOTO OCHOBAHMS, €CJIM MHOE He MPEeIyCMOTPEHO (eIepaIbHEIM 3aKOHOM.

MesxceTeBol 3KpaH — JIOKalbHOe (OJHOKOMIIOHEHTHOE) HIH (GYHKIHOHAIBHO-
pacrpeieieHHOe IPOrpaMMHoOe (IIPOrpaMMHO-AIapaTHOe) CPEICTBO (KOMILTEKC), peaIu3yromnee
KOHTPOIb 3a HHObOpMaiWed, MocTymaomel B HHGOPMAIMOHHYIO CHCTEMY MEPCOHAIBHBIX
JaHHBIX ¥ (WIK) BEIXOsmIeH u3 UHOOPMAIIMOHHOM CHCTEMBI.
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HecaHKNMOHHPOBARHBIA JOCTYN (HECAHKIHOHHPOBAHHBIE AelicTBHs) — JOCTYI K
uropMaIEy WK JeicTBHA ¢ MHbOpMaIUel, HapyIaroIue TpaBWiia pasrpaHUYeHHUs JIOCTyma C
MCIIONB30BAHMEM IITATHEIX CPEACTB, TMPENOCTaBIACMBIX MHQOPMAIOHHEIMA  CHCTEMaMHU
[IEPCOHABHBIX JIAHHBIX.

O6paboTKa NepCoHANbHBIX JAHHBIX — NCHCTBIS (omepaimu) ¢ MEPCOHATBHBIMU TAHHBIMH,
BKFOYas cOOp, 3aliCh, CHCTEMATH3ALMIO, HAKOIUICHHC, XPAHCHHUC, yrouneHue (OOHOBJICHHE,
W3MCHEHHE), H3BJICUCHUE, MCIIOIB30BaHUE, IEpenady (pacmpocTpaHeHMe, MPEfOCTaBJICHHUS,
IOCTYII), 06e3/IMurBaHue, OIOKAPOBAHHUE, YIAICHNS, YHITITOXKCHHC IIEPCOHANIBHBIX JTaHHBIX.

Omnepatop — TOCYyJapCTBEHHBIM OpraH, MYHUIUIAIbHEIM OpraH, HOPHIMIECKOe KK
(U3HUECKOE JIMIIO, CAMOCTOATENBHO HIH COBMECTHO C APYriMH JHIAMH OpraHM3yIOIHUe U (WIHK)
OCYILIECTBIAOMHE 06paGOTKY MEPCOHANBHBIX JaHHBIX, & TAKKS ONPEE/IAFOIINC nenu 06paboTKu
IEPCOHANBHEIX JAHHEIX, COCTaB IEPCOHANBHEIX NAHHBIX, MOMICKAIINX 06paboTKe, NEHCTBUA
(omepamyy), COBEpIIaEMEIE C IIEPCOHATBHBIMY TAHHBIMH.

Texnuueckue CpeICTBA HHMOPMANMOHHOH CHCTeMbl MEPCOHANBHBIX JAHHBIX —
CpeICTBA BEIYMCIMTEIBHON TEXHUKY, HH(QOPMAIMOHHO-BEMUCIUTENLHBIC KOMILTEKCHl U CETH,
CpEJICTBA W CUCTEMEI IlepeJadyl, IpueMa u o6pabotku [1][H (cpefcTBa U CHCTEMEI 3ByKO3aIHCH,
3ByKOYCHJIEHWS, 3BYKOBOCIIPOU3BEICHMS, II€PETOBOPHEIC M TeJIeBU3MOHHEIE yCTPOMCTBA,
Cpe/CTBA W3TOTOBJICHMSA, THPKUPOBAaHWA JOKYMEHTOB M Ipyrue TEXHWUYECKHE CPEICTBA
06paGoTKK pedeBOH, rpapUIecKOH, BUAECO- U 6yKBeHHO- 1M (bPOBOI HHMOPMALIKH), IPOrPAMMHBIC
cpeAcTsa (OmepaMOHHBIE CHUCTEMBI, CHCTEMBI YIPaBICHUA fa3aMy IOAHHEIX ¥ T.L.), CPEICTBA
3aIIUTH HHGOPMALIUN).

IlepcoHanbHbie AanHble — M00as HHGOpPMALWA, OTHOCAIA’CS K HPAMO MIH KOCBEHHO
OIIpe/IEIEHHOMY HJIH OTIpEeIIeMOMY U3UIECKOMY JIMITY (Cy6BEKTY IEpCOHATBHBIX NaHHBIX).

Ioab3oBares b HH(GOPMANMOHHON CHCTeMbl NEPCOHAJLHBIX JAHHBIX — JIHIO,
y4acTByIOIEe B QyHKIMOHHPOBAHUN MHDOPMALMOHHOH CHCTEMBbI IIEPCOHATBHBIX NAHHRIX 781
MCIIONB3YIOIEe Pe3yIbTaThl €€ QyHKIMOHUPOBaHKUS.

Pecypc nHGOPMANMOHHON CHCTeMbI — VMCHOBAHHBIH  3JCMCHT  CHCTCMHOTO,
TIPUKIAJHOTO WM aIlapaTHOro obecneyeHys GyHKIMOHIPOBaHILA “H(OPMAIVOHHOM CHCTEMBI.

CpecTBa BLIYACAATEIbHOH TEXHHKH — COBOKYIHOCTh MPOrPaMMHBIX M TEXHUICCKUX
3JIEMEHTOB CHCTEM 00pabOTKM NIaHHEIX, CIIOCOOHBIX (yHKIMOHMPOBATE CAMOCTOATEIRHO WM B
COCTaBe IPYTHUX CUCTEM.

Vrpo3si 6e300aCHOCTH MEPCOHANBHBIX JaHHBIX — COBOKYITHOCTD ycioBuit ¥ GaKTopoB,
CO3NAIOMMX OMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM 4YHCIEe CIy4aHHOro, J0CTyna K
IepCOHANBHBIM JaHHEIM, PE3YIBTATOM KOTOPOTO MOXET CTaTh YHMYTOXCHMC, H3MCHCHHC,
GIOKApOBAHHE, KOMMPOBAHWE, PACIPOCTPAaHEHWE ICPCOHANBHBIX J[AHHBIX, a TAaKKEe HHBIX
HECAHKIIOHHPOBAHHBIX JEHCTBHM TIpu HX 00paGoTke B uHGOPMAIIMOHHON  CHCTEME
[IEpCOHATIBHBIX JaHHEIX.

VHHYTOKEHHE NePCOHAIBHBIX AaHHBIX — ICHCTBUS, B Pe3yJIbTaTeé KOTOPBIX CTAHOBUTCA
HEBO3MOYKHBIM BOCCTAHOBUTE COZEPIKAHUE TIEPCOHANBHBIX JaHHEIX B MHOOPMALMOHHOH CHCTEME
TIEPCOHANBHBIX IAHHBIX K (WIH) B Pe3y/IbTaTe KOTOPHIX YHUYTOXKAIOTCS MAaTCPHATbHBIE HOCUTCITH
[EPCOHATIBHBIX JaHHEIX.

YpoBeHb 3aIMUIIEHHOCTH MNEPCOHANBHBIX JaHHBIX — KOMILUIEKCHBI IIOKa3aTelib,
XapaKTepu3ylOmuli TpeGOBaHUS, MCIONTHEHHE KOTOPHIX —0OecHedMBacT HeHTpannu3anuio
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ONpeleNeHHEX Yrpo3 0(e30macHOCTH IEPCOHANBHBIX JaHHBIX IpH  MX o0paboTKe B
HH(GOPMAIMOHHBIX CUCTEMaX TIEPCOHAIBHBIX JaHHBIX.

Yreuka (3amumaemMoi) HHdOpMaALHH no TeXHUYECKHM KaHaJIaM —
HEKOHTPOIMPYEMOE PACIPOCTpaHeHHe MHGOPMAlMU OT HOCHTEIS 3amumaeMoi UHQOpPMaIuK
yepes GM3MYECKYI0 Cpefy MO TEXHMYECKOrO CPEICTBA, OCYMICCTBIAIOMIEIO IMCPEXBAT
pHbOpMaIUY.

IenocTHOCTH HH(OPMANAH — CLIOCOGHOCTh CPECTBA BBIYACTHUTENBHON TEXHUKH HIH
uHGOPMALIFOHHON CHCTEMBI 00€CIIeYMBaTh HEM3MEHHOCTh HHMOPMAITUH B yCIOBIAX ciTygaifHoro
Vi/VTH TIpETHAMEPEHHOTO HCKaXKEHHA (pa3pyUeH ).

TMOPSAIOK OPTAHMU3AIIVU U ITPOBEJXEHMS PABOT IIO
OBECIEYEHMIO BE30IIACHOCTH MEPCOHAJIBHBIX JAHHBIX

3.1. Tlox opranmsarmeii oGecnieuenus Gesonacuocty I[1/1H mpy ux obpabotke B UCIITu
noHuMaeTcs (OpPMHpOBaHHME ¥ peaTU3alys COBOKYIMHOCTH COINIACOBAHHBIX IO HECIH, 3ajadaM,
MECTy M BPEMEHH OpraHM3AllMOHHBIX M TEXHUYECKUX MEpONPUATHY, HANpPaBICHHBIX Ha
MEAHMMM3AIHIO yIiep6a oT BO3MOXHOW peain3allii yrpo3 6e30macHOCTH I1/IH, peanu3yeMEIX B
paMKax CO3JaBaeMoi CHCTEMBI 3alIATHI IEPCOHATBHBIX TAHHBIX (nanee — C3I10n).

3.2. C3MJla Brmouaer B cebs OpraHW3alMOHHEIC W (WIK) TEXHHYECKHE MEpHL,
OIpeeNeHHBIE ¢ YIETOM aKTyalbHBIX yrpo3 GesonacHocty [1/1H, ypoBHS 3aIIUINCHHOCTH I1/1n,
KOTOpEI HEO6X0omuMO obecrieuntb, M HH(POPMAIMOHHEIX TEXHOJIOTWH, HCIONBE3YEMBIX B
AHGOPMALIMOHHBIX CHCTEMAX.

3.3. BesomacHocts I1JIn mpu ux obpaborke B YICIL(n obecneunBaer I'BY3 KO HJIKO
WM JIAIO, OcymecTRIsmomee o6paborky I1JIH mo mopydenuo I'BY3 KO HJKO Ha oCHOBaHHU
3aKTI0YaEMOr0 C STHM JIMIIOM JOTOBOpa (Jajiee — YIOJTHOMOYEHHOE JHMII0). J[OroBOp MEXIy
IBY3KOH/JIKO u yHOJIHOMOYEHHBIM JIMIIOM JOJDKEH MpeayCcMaTpuBaTh 0053aHHOCTH
YIIOMTHOMOYEHHOTO Jiuia obecnednTts GesomacHocTs 1111 npu ux 06paGoTke B MHOOPMALIMOHHON
CUCTEME.

3.4. Buibop cpemcts 3sammrsl uHGopmammm s C3IIJIH  OCyMECTBIACTCA
IBY3KOHJKO B COOTBETCTBHM C HOPMATMBHEIMA IIPDAaBOBBIMM aKTaMH{, IPHHATHIMU
®enepansHoil coyx6oii 6GesomacHocTH Poccmiickod ®enepauuu (nanee — ®CBb Poccum) u
®enepanbHO# CITyKO0H 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOIIIO (nanee — ®CTIK Poccun)
BO ucnonuenre PenepanpHoro 3akoHa «O NEPCOHAIBHBIX JaHHBIX.

3.5. Ctpykrypa, cocraB u ocHoBHEIE QyHKiuu C3II/IH onpeenstoTcs UCXOAS U3 YPOBHA
samumenHocty [1J]a npu ux o6pabotke B UCII/IH.

3.6. C3II/IH co3maercs B TpH dTama:

Sran 1. [Ipeanpoexrroe o6cnexoBanue VICII/IH 1 pa3paboTka TEXHUYECKOTO 3a1aHUs Ha
co3manne C3I1/IH.

Sran 2. Ilpoexruposanme C3II/IH, 3aKynKa, yCTaHOBKa, HAacTpOHKa HEO0OXOTMMBIX
CpEeICTB 3alUThl HHPOPMAIUK.

Oran 3. Beog YCI1JIH ¢ C3II/IH B 3KCIUTyaTalMIO.

3.7. Dran 1. IIpoBeneHre MpeaNpOEKTHOro 00CIeNOBaHMA M pa3paboTKa TEXHAIECKOTO
3amanusd Ha coznanue C3I1/1H.

3.7.1. HashmadyeHWe  OTBETCTBEHHOro 3a  oprammsammo  obpaborku  IIJlH
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I'bY3 KO HJIKO.

3.7.2. Co3maHue KOMHCCHH TIO OIPENEIICHHIO YpOBHA 3alUIICHHOCTH I[I1s mpu ux
o6padotke B UCILJIH I'BY3 KO HJKO.

3.7.3.  Omnpenenenue neneit o6padorku [1JIn I'BY3 KO HIKO.

3.7.4. Onpenenenme tepeuns HWCIIJla TIBY3KOHJKO u cocrasa I11n,
obpabareiBaeMbIx B UCII/IH.

3.7.5. Ompenenenve nepeuns oGpabarsiBaembix ['BY3 KO HIAKO I1/H.

3.7.6. Ompenenenue CpokoB 0OpaGoTky 1 xpanenus [I/1H, ncxond u3 TpeOoBaHud, YTO
[/l He NO/KHEI XPAaHWTHCS IONBIIE, 9EM 3TOTO TPeOyIOT IenH o6paGorku 3tEX 1[I0, 1O
JIOCTIDKEHMIO KOTOphixX [1/[H nouiexar yHHYTOXKESHHIO.

3.7.7. Onpeneneaue mepeuns ucnonesyemeix B HCIITH (mpepnaraeMeIX K
ucnons3opanuio B ICIIJIH) 00LIECHCTEMHBIX U IPUKIJIAHBIX IPOrPaMMHBIX CPE/ICTB.

3.7.8. Ompenenenue pexumos ob6padorku I1Jln 8 UCII/IH B 1EIOM U B OTACIBHBIX
KOMIIOHEHTaX.

3.7.9. HasHaueHHMe OTBeTCTBEHHOro 3a obecreuenue Gesomacuoctu I1Jn B UCII[H
(nanee — OTBETCTBEHHBIN) I pa3pabOTKU U OCYIIECTBICHHA TEXHUYECKUX MEpPOIPUATHH IO
opraHm3aruu 1 obecneyenuo GesonacHocty I1JIH mpu ux o6paboTke B HUCIIIE.

3.7.10. HasHaueHue OTBETCTBEHHOTIO IIOJIH30BATENsSl KPUIITOCPEACTB, 00ECIIEUNBAIOIIETO
GyHKIHOHUpOBaHHE W 0€30MaCHOCTh KPUIITOCPEACTB, MPETHA3HAYCHHBIX UIL obecrieyenus
GesomacHocTy I1/[H. YTBepXKI€HNE TEpEUHs UL, OIYMEHHBIX K paboTe ¢ KPUNITOCPENCTBAMH,
npeJHa3sHaYeHHEIMM s obecmedeHms OesomacHocte IIJlH B UCII[{z (monmp3oBaTeneit
KPUITTOCPEACTB).

3.7.11. OnpeneneHue mepedHs mNoMemeHud, B KkoTophix pasmemensl HCIIlH u
MarepuanbHbie Hocurenu I1/1H.

3.7.12. Omnpenenenne koudurypauuu u Tononoruu MICII/IH B menoM U MX OTACIBHBIX
KOMIIOHEHT, (M3MYECKHX, (QYHKIHOHAJIBHEIX M TEXHOIOTMYECKHMX CBA3¢d KaK BHYTPH 3THX
CHCTEM, TaK ¥ C APYTUMH CHCTEMaMH Pa3IMYHOr0 YPOBHS ¥ Ha3HAYCHMA.

3.7.13. OmpenencHue TEXHWYECKUX CPEJICTB M CHUCTEM, HCIOIB3YEMBIX B NCILH,
BKJIIOUAs YCIIOBHS MX PACIIOIOKEHU.

3.7.14. ®opmwuposanue TexHrmaeckux nacnopros UCII/IH.

3.7.15. Pa3paGoTKa OpraHM3aIHOHHO-PACIIOPAIMTENBHEIX H0KyMeHToB (nanee — OPJD),
PErNaMEHTHUPYIOMKUX mporecc 06paboTku 1 3amuThl [1/TH:

— ITonutrka B OTHOIIEHUH 00pabOTKH EPCOHAIBHBIX TaHHBIX;

— UncTpykuuy (OTBETCTBEHHOTO 3a OpraHu3amuio o0paborkm IIJIH, OTBETCTBEHHOrO 3a
obecreuenne OezomacHoctd IIJlu B MCII[H, mnoms3oBatens WVICIIJIH, OTBETCTBEHHOIO
MIOJIB30BATENS KPUIITOCPENICTB);

—Pa3sgmen MOMKHOCTHBIX MHCTpyKimii corpyauukoB IBY3KOHJIKO B gactu
obecreuenns GesomacHocTd I1J[H mpm ux o6paGoOTKe, BKIIOYAs yCTaHOBICHHE IEPCOHAIBHOM
OTBETCTBEHHOCTH 3a HapylleHus mpaBwi o6paGorku [1/[H.

3.7.16. Tlomyuenue (mpu HeoOXOAMMOCTH) corniacus Ha o6paborky II[[H cyGbekToM
I1/l4, noxnucadve o0g3aTeNbCTBA O COONMIOMeHUH KOHOuaeHIMansHocTH II/[H COTpyAHHKOM
I'bBY3 KO HJKO.

3.7.17. VYrteepxknenue ¢opM yBemomneHuil cybpexroB I[I/lH u ¢opM XKypHaloB,
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HeOOXOIMMBIX B Ieisix obecneuenus 6esomacuoct [1/IH.

3.7.18. Ompenenenye ypoBHs 3ammmenHoctd [IJ[H mpu mx obpa6orke B MCII/IH B
coorserctBun ¢ «TpeGopammsamu Kk 3ammre I[IJIH mpu ux obpaGorke B AH()OPMALIMOHHBIX
CHCTEMaX IIEPCOHANBHEIX JaHHBIX», YTBEPKACHHBIMH IIOCTaHOBJICHHEM IIpaButensCcTBa
Poccuiickoii ®@enepamuu ot 1 HostOps 2012 r. Ne 1119 (moaroroBka M YTBEPXKICHWHC aKTa
onpeenenus ypoBHs 3amumenrHocTy [1]1H npu ux o6paborke B UCIITH).

3.7.19. Ompenenenne Tuma yrpo3 OesomacHoctu  IIJ[H,  aKTyalbHBIX  JUIA
MHQOPMAI[MOHHON CHCTEMBI, C Y4ETOM OLEHKM BO3MOXHOIO Bpeia B COOTBETCTBHU C
HODMATHBHEIMK IIPAaBOBBIMH aKTaMy, NPHUHATEIME BO HCHOIHeHHEe DeneparbHOro 3aKkoHa
«O mepcoHaNbHEIX JaHHEX». OnpeneneHue yrpos 6e3onacHocTd II/][H B KOHKPETHBIX YCIOBHAX
dyukuponnposarus VICIIJla (paspaGorka Mozeneit yrpos Gesomacmoctd IIJlH mpu uX
obpabotke B UCI1/IH).

3.720. ®opMHpOBaHHE TEXHHYECKOTO 3ajaHus Ha paspaGorky C3IIJIH mo pesyipTaTam
IpEINPOEKTHOr0 00CIEe0BaHNsS Ha OCHOBE HOPMATHBHO-METOJAUYECKHMX IOKYMCHTOB OCTIK
Poccut 1 ®CB Poccuu ¢ yd4eToM YCTaHOBIEHHOrO YpOBHS 3amumeHHoctd IIJ[H mpu ux
obpa6otke B UCII/IH.

Texunyeckoe 3amanue Ha paspaborky C3IIIH NOMKHO COEPIKATh!

— obocHoBanwue pa3paborku C3I1/1H;

— UCXOMHBIE HaHHBIE co3maBaeMod (Mopepumsupyemor) WCIIJIlH B TEXHHYECKOM,
IPOrpaMMHOM, HHGOPMAIIMOHHOM U OpraHU3allMOHHOM acIlleKTax;

— ypoBenb 3amummenHocty [1]1H npu ux o6paborke B UCIL/H;

— CCBUIKy Ha HOpMATHBHBIE IOKYMEHTHI, C y4eToM KOTOphIX Oymer pa3pabaThiBaThCA
C3I1/Ix, u mpunuMathes B dkcruryatamuto MCIT/IH;

— KOHKpETH3aIuio Meponpuituii u TpeboBanui Kk C3I11H;

— COCTaB U cofiepxanue pabot mo sranaM pazpaborku u BHeapenus C3IL/H;

— HepedeHb MPENOIaraeMbIX K MCIONB30BAHMIO CEPTU(QUIMPOBAHHEIX CPEICTB 3AlIUTEL
UH(pOpMaIuu.

3.8. Dran 2. Ilpoextuposanme C3II/IH, 3aKynKa, yCTaHOBKA, HACTPOMKa M OIEITHAS
SKCIUTyaTalys HeoOXOMUMBIX CPECTB 3aIIUTH HHGOPMALUH.

3.8.1. Cosmamme C3IIJH sBuseTrcd HEOOXONUMEIM  yCIIOBHEM  OOeCmedeHuUs
GesomacHocT I1/[H, B TOM ciydae, €ClIM CyIIECTBYIOINWE OpraHM3allMOHHBIE M TECXHUYECKUE
Mepsl oOecreueHus 0€30MacHOCTM HE COOTBETCTBYIOT TpeOOBaHMAM K OOECHEYCHHUIO
6e3omacHocTd I1/[H U COOTBETCTRYIONIETO ypOBHs 3ammieHHocty I1/[H mpu ux o6paboTke B
VICI1/lz w/niy He HERTpaIU3yIoT Beex yrpo3 6esomacnoctd ITJIH ms narnoi UCII/TH.

3.8.2. Texuwdeckue Mephl 3amuThl [1J[H npeamnonaraloT UCIoJIb30BaHUE NIPOrpaMMHO-
anmnapaTHeIX CpeacTB 3ammTh uHbopMarmu. IIpu o6pabotke I1/[H ¢ MCIONBE30BaHUEM CPENCTB
aBTOMATH3alMK [PUMEHEHHE TEXHUYECKUX Mep 3allUTHl ABIAETCA 00sA3aTENBHBIM YCIOBHEM, a
HX KOJIMYECTBO W CTENEHb 3alllATH OIPEIENAETCS B MPOIEcce NPEANPOEKTHOro 00CIe10BaHus
uHbOpMaHOHHEX pecypcoB I'BY3 KO HIKO. IpuMeneHre TEXHUYECKUX MEp JO/DKHO OBITH
permaMeHTHpoBaHO HopMaTtuBHEIM akToM I'BY3 KO HJIKO.

3.8.3. Cpeacrsa 3amutel uHbopManuu, npumeniemsie B CIL/IH, B yCTaHOBICHHOM
HOPSIKE IPOXOIAT IPOIEAYPY OLEHKH COOTBETCTBHS, BKIIOYAs CEpTH(UKALIUIO Ha COOTBETCTBUAE
TpeGOBaHUAM 110 6€30ITaCHOCTY MH(POPMAIIUK.
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3.8.4. Ha craguu npoektuposanus u cosnanus C3I1/n 1id UCIIa T'BY3 KO HAKO
IPOBOIATCS CIACTYIOIINE MEPOTIPUATHS:

— pa3paboTKa TEXHHYECKOrO MIPOEKTA C3I11xn;

— npuobperenue (P HEOOXOIMMOCTH), YCTAHOBKA HACTpOMKa CEPUIHO BBIITYCKaEMBIX
TEXHWUECKUX CPECTB 00paboTKY, NIEpeiadl ¥ XpaHeH!s HHOOpMaIliy;

— pa3paboTKa MEpONPHSTHIA 1O 3auTe HHYOPMAIKHA B COOTBETCTBUH C IpeIbSABIAEMBIMU
TpeOOBaHUAMMU;

— mprobpeTeHne, YCTAaHOBKa M HACTpoOHKa cepTUGUIMPOBAHHEIX ~ TEXHUYECKUX,
IIPOTPaMMHBIX ¥ IPOrPAMMHO-TEXHUYECKUX CPENICTB 3aIIUTEI MHpOpMAaIKK, B TOM YHCiIe (IIpH
HEeoOXO0IUMOCTH) CPECTB KpUITOrpaduaeckol 3auThl HHGOPMAIUK;

— peanmzaiysi  Pa3spEINMTENbHONM CHCTEMBI JOCTyIa none3oBareneit UCII[IH K
obpabarsiBaemoit B UCII/H nHGOpMalmy;

— TIO/IrOTOBKA SKCIUTYaTALMOHHOM JOKYMEHTAallMd Ha WCIONB3YEMBIC CPEICTBA 3AlIUTEI
UHGOPMALIAH,

— KOPPEKTUPOBKa (IOMOJIHEHHUE) OpraHM3alOHHO-PACTIOPAIUTE/IbHON JOKyMCHTAllH B
4aCTH 3alIUTHl HHQOpMAaIMH.

3.9. Dran 3. Beoag UCIIJ[x ¢ C3I1/H B IPOMBINIICHHYIO 3KCILTyaTallHio.

3.9.1. Ha cramuu Beoga B MCIT/{a (C3I1/IH) oCymecTBIAIOTCA:

— OTBITHAs SKCIUTyaTallds CPEACTB 3allWTHl MHQOpMalMy B KOMIUICKCE C IpyrHMH
TEXHAYECKAMU M TPOTPAMMHEIMH CPEJCTBaMHM B IEIAX NPOBCPKH MX paboToCHOCOOHOCTH B
coctaBe VCIIJIH (pu HE0GXOAUMOCTH);

— OPMEMO-CIATOYHBIE HCIBITAHUSA CPEACTB  3aIlUTHI pHGOpManMU [0 pe3yibTaTaM
OIIBITHOM SKCILTyaTanuy (npy HeoGX0IMMOCTH);

— KOHTPOJIb BEITIOJIHEHMS TPeGOBaHMH (BO3MOXHO IPOBEICHNE JAHHOTO KOHTPOILA B BUC
aTTectaruy 1o TpebosanmaM GesonacHocty I1(H).

3.9.2. Kourpoms 3a BHIIOJHCHHEM HACTOAMIMX TpeGoBaHUI OpraHusyercas H
nposogurcs ['BY3 KO HJIKO (ymomHOMOYECHHEIM JIMIOM) CaMOCTOSTeNbHO M (wmm) C
IpUBI€YEHHEM Ha JIOTOBODHOW  OCHOBE IOPMAMYCCKAX JHIl H HHIWBUIYATBHEIX
IpeANpUHAMATENEH, UMEIOIUX JUIEH3MI0O Ha OCYIIECTBICHUE ACATCIBHOCTH IO TEXHUYECKOHN
3amuTe KOHQUIEHIMATEHON HHbOPMAlMK. Y Ka3aHHBIH KOHTPOJIb MPOBOUTCS HE PEXKE 1 paza B
3 ropa B cpokw, onpexensiemsie 'BY3 KO HJIKO (ymorHOMOYEeHHEIM JIUIIOM).

IIPOBEJEHUE PABOT IO OBECIIEYEHUIO BE3OIMACHOCTH
NEPCOHAJIBHBIX JAHHBIX

4.1. Pabotsl mo obecnmegeHuro OesomacHocTH II/IH mpoBOIATCS B COOTBCTCTBHU C
[T1aHOM MEpONPUATHUH 0 3alIUTE MEPCOHATBHBIX TaHHBIX (TTPUJIOXKEHUE Ne 1). BuyTpennue
npoBepku pexuma o6paborku u 3amutel [1[Jn I'BY3 KO HJIKO mpoBoIsATCS B COOTBETCTBHM C
[l1aHOM BHYTPEHHHMX IIPOBEPOK pexuMma o0paboTKy ¢ 3alllUTEl MEPCOHANBHBIX IAHHBIX
(ITPYUIOXKEHUE Ne 2). Tlo pesynsTaTaM IpOBEl€HWs BHYTPEHHEH MPOBEPKA COCTABIACTCA
OTuer O pe3yibTarax IMPOBEACHUS BHYTPCHHEW IPOBEPKH pEXUMa 06paboTKM M 3allUTHI
nepcoHanbHAIX AarnbX B [BY3 KO HAKO (ITPUJIOXEHME Ne 3).

4.2. KoHTpoip 3a TpoOBeAcHHEM paboT M0 0GECHEeYESHHIO 6esomacuocty  [1/n
OCYILECTBIIIET OTBETCTBEHHEIN 3a opraHmsamuio obpaborku [IJ[H B BHIE METOAMIECKOrO
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PYKOBOJICTBA, y4acTHs B pa3paboTKe Tpe6oBanuit mo 3ammre [IJ[H, opraHu3aliy pabotr 110
BEISBICHHMIO BO3MOXHBIX KAaHAJIOB YTEUKH HMH(OpMAilK, COIrJIacoBaHUA BEIOOpa CpENCTB
BEIYMCIMTEIEHOM TEXHUKN ¥ CBSI3H, TEXHAYECKUX ¥ MPOTPaAMMHEIX CPEJICTB 3aIUTHI, yJacCTHi B
orerke coorserctsus UCIIIu I'BY3 KO HIKO Tpe6osanusM 6e30macHOCTH I s.

4.3. TIpu HeoOXOIMMOCTA K NPOBEJEHMIO PaboT MO 0OECTICUEHHIO 6esomacuocty 11/IH
MOTYT TIPHBIEKATHCS CHEIHATH3MPOBAHHBIC OpPTraHW3allM{, WMCIOIUC JHIICH3HIO OCT3K
PoccMd Ha OCYIIECTBIEHME NESTEIBHOCTH II0 TEXHHYECKOM 3aIuTe KOH(UICHIAIBHOM
HHGOpMAIUK.

4.4. B coorBercTBuE ¢ [locranopnerueM IIpasurenscTsa Poccuiickoit @enepanuu ot 16
ampens 2012 1. N 313 «O6 yreepxnenun [lonoxenHus O JHUIEH3NPOBAHMH ICATEIBHOCTH o
pa3paboTKe, TIPOU3BOJCTBY, PACTIPOCTPAHEHHUIO [MU(PPOBATBHEIX (kpunrrorpaM4ECKuX) CpeACTB,
MHQOPMALMOHHEIX ~ CHCTEM M  TEICKOMMYHHKAIMOHHBIX ~ CHCTEM,  3alIUIICHHBIX €
HCIIONB30BaHMEeM IIH(MPOBATBHBIX  (KPUNTOrpaQUUECKUX) CPEICTB, BEITIOIHCHUIO pabor,
OKa3aHWIO yCIyT B ofnactd muQpoBaHMA HHGOpPMAIMM, TEXHMIECKOMY 06CITy>KMBaHHUIO
MUA(POBANBHEIX  (KPUINTOTpapUIECKHX) CPEICTB, MHQOPMAIIMOHHBIX ~ CHCTEM  H
TENEKOMMYHMKAIMOHHBIX ~ CHCTEM, 3alMIICHHBIX C  WCIONB30BAHUCM G POBATBHEIX
(kpEnTOrpa@uUecKux) CPefCTB (3a MCKIIOYCHHEM Ciiydas, €Cid TCXHMYCCKOC obcyKUBaHUE
MU POBATBHEIX (xkpurrrorpaduuecKux) CPEACTB, WHGOOPMAIMOHHBIX ~ CHCTEM  H
TEIEKOMMYHMKAIMOHHBIX ~ CHCTEM, 3alllMIIEHHBIX C  MCIOJB30BaHUEM poBaIBHBIX
(KpuIrTorpadUUecKux) CPEeACTB, OCYIIECTBISETCS I OOeCIedeHuUs COOCTBEHHBIX HYXI
IOPUIMYECKOr0 JIMLA WIM WHIUBUTYaIbHOIO IpeNNpHHAMATENs)», NPU HEOOXOAMMOCTH
ucnonp3oBanms npu cosganuu C3IIJ[H cpeacTB KpUNTOrpahpuuecKor 3aIlUTEl HHbOpMaLuU K
npoBefeHmI0 pabor 1o ofGecmeuenmo GesomacHoctd IIJ[H I'BY3 KO HIKO nHeo6xoamMo
NPUBJIEKATh CICHUATA3MPOBAHHEIE OpraHU3alliy, MMEIOMKE JIALNCH3NN ®Cb Poccum Ha
OCyIeCTBIeHHE PaGoT IO PacHpOCTPAHEHMIO MIM(POBAIBHBIX (kpurrrorpadecKux) CpezacTs,
IpeJHA3HAYEHHEIX Ui 3allMThl MHGOpMAlWW, HE COJepKamled CBEJCHMA, COCTABIAIOIINC
rOCYapCTBEHHYIO TaifHy, Ha OCYIIECTBICHME TEXHHIECKOrO OOCIYKHBaHWS mu(poBaIBHEIX
(KpUIITOTpadUUECKUX) CPEICTB, Ha OCYIIECTBIEHME DabOT IO OKa3aHWIO yCIyT B obnacta
mudpoBanus MHGOpMAIMK, HE CONEPKAINUX CBEICHWH, COCTaBJLIOIMX TOCYapCTBEHHYIO
TavHy.

PEINIEHUE BOITPOCOB OBECTIEYEHUSA BE3OIIACHOCTH
IEPCOHAJIBHBIX JAHHBIX B IMHAMUWKE U3MEHEHUWSI
OBCTAHOBKHA Y KOHTPOJISI DOPEKTUBHOCTH 3AIIIATHI

5.1. Mopepuusauus C3I1JIa ans bysxumonwpyromux UCIITa I'BY3 KO HIKO nomkha
OCYIIIECTBIATECS B CIIydae:

_ w3MeHeHus cocraBa Wid cTpykTypsl WICIIJIH Wi TeXHHYECKMX OCOOEHHOCTEH €€
TIOCTPOEHMS (M3MEHEHHUs COCTaBa WIH CIPYKTYphl NPOrPaMMHOTO OOECICUCHHMs, TEXHUYECKUX
cpeacts obpaborku 111, Tononoruu UCIIIH);

— u3MeHeHus cocrasa yrpo3 6esomacuoctu I1/1n B UCIITH;

— W3MeHeHus ypoBH: 3amummensocty [1/{u mpu ux o6pabdorke B UCTI/IE;

— mpourx cirygasx, mo pemenuto I'bY3 KO HIKO.
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5.2. B memnix ompeneieHHs HEOOXOIUMOCTH 10paboTKH (MOIEPHU3AIIAM) C3I1[Ju He
peke OIHOrO pa3a B TOJi OTBETCTBEHHEIM 3 OPraHU3alMIo o6pa6orku [1/1H JO/DKHA IPOBOAUTECA
npoBepka coctasa i cTpykrypsl UCII/H, cocTaBa yrpo3 6ezomacuoctu [1/1a B UCIL/IH 1 ypOBHA
sammmennoctd [1J[n nopu ux obpaGorke B VICIIJIH, coGioaeHHA YCIOBUM HCIIOJIb30BaHUA
CpPelCTB 3aliUTHl HMH(OpMANyy, PEXyCMOTPEHHBIX SKCILTyaTalldOHHOM M TEXHUYECKOH
JOKyMeHTanuel. Pe3yipTaTsl NPOBEPKH OQOPMIAIOTCA aKTOM IIPOBEPKHM M VTBEPKAAIOTCA
pyxosomurenem I'bY3 KO HIKO.

5.3. AnHanmu3 wuHIOUIEHTOB Oe3omacHocTH IIJlH M COCTaBICHHC 3aKIIOYCHUN B
00653aTeIFHOM HOPSIKE JODKHO IPOBOJMTHCS B CITy4ae BRIABICHUSA CIICAYIOMMX (hakToB:

— HecoOIIOIeHYE YCIOBHH XpaHeHus HocuTened [1/1H;

— WCMONB30BAaHME CPEACTB 3aIOWTH HMH(OpMamuy, KOTOpEIE MOIyT TIPHBECTH K
HapyLIECHUIO 3a/IaHHOT'0 YpOBHS 0€30IaCHOCTH (koH(HUIEHIHATBHOCTE/
[1eIOCTHOCTS/ IOCTYIHOCTS) T1JIH Wi ApYrHM HapyIIEHVAM, IPHBOAAIIMM K CHIDKEHHIO YPOBHA
samumensocty 11/1H;

— HapylleHHe 3ajaHHOro ypoBHs GesomacHoctH IIJlH (kOoH(HUISHIHATBHOCTE/
eJI0CTHOCTE/ JOCTYTIHOCTB).



